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Apstrakt: U ovom radu izvršena je analiza savremenih visokotehnoloških pretnji koje nastaju kao 

posledica sigurnosnih propusta u softveru i ranjivosti softverskih proizvoda. Ranjivosti u softverskim 

proizvodima þesto nastaju kao posledica primene metodologije brzog razvoja i predstavljaju pretnje koje 

napadaþi sa odgovarajuüim znanjem i raþunarskim resursima mogu da iskoriste kako bi stekli 

neovlašüeni pristup raþunarskim sistemima i mrežama, a samim tim i poverljivim podacima koji se na 

njima nalaze. Shodno tome, u radu su date neke preporuke koje se odnose na ublažavanje posledica koje 

mogu nastati kao i preporuke za smanjenje broja potencijalnih ranjivost tokom razvoja softvera. U radu 

su takoÿe analizirani naþini za objavljivanje informacija o otkrivenim ranjivostima i skrenuta je pažnja 

na neke pravne aspekte koje treba uzeti u obzir prilikom objavljivanja.  

Kljuþne reþi��softver, ranjivost, pretnja, ublažavanje posledica, objavljivanje informacija�
 

Abstract: In this paper, an analysis of modern cybercrime threats that arise as a result of security flaws 

and vulnerabilities in software products is given. Vulnerabilities in software products often arise as a 

result rapid development and represent threats that adversaries with hands-on knowledge and resources 

can use to gain unauthorized access to computer systems and networks, and thus confidential information 

inside. Accordingly, the work provides some recommendations concerning the mitigation of the 

consequences that may arise as well as recommendations on how to reduce the number of potential 

vulnerabilities that may occur during software development. The paper also analyzes the ways of 

vulnerability disclosure and attention was drawn to some legal aspects to be taken into account when 

disclosing information. 
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3UH�PDVRYQRJ�NRULãüHQMD� ,QWHUQHWD�� MHGDQ�RG�QDþLQD�NRML� VX�QDSDGDþL�QDMþHãüH�NRULVWLOL�GD�VH�SRYHåX�QD�
SULYDWQX�PUHåX� L� VWHNQX� SULVWXS� SRYHUOMLYLP� LQIRUPDFLMDPD� ELR� MH� ELUDQMH� WHOHIRQVNRJ� EURMD�PRGHPRP�
SUHNR� MDYQH� WHOHIRQVNH�PUHåH�� =DWR� SLWDQMX� ]DãWLWH� XGDOMHQRJ� SULVWXSD� QLMH� SRVYHüLYDQR�PQRJR� SDåQMH��
3RVWRML� YHURYDQMH� GD� VH� NULPLQDO� VHOL� WDPR� JGH� LPD� QRYFD�� D� VDPD� þLQMHQLFD� GD� MH� ,QWHUQHW� GDQDV�
LQIUDVWUXNWXUQD�RVQRYD�HOHNWURQVNRJ�SRVORYDQMD�GRQRVL�EURMQH�VLJXUQRVQH�UL]LNH�L�RWYDUD�QRYH�PRJXüQRVWL�
NRMH�SRWHQFLMDOQL�QDSDGDþL�PRJX�GD�LVNRULVWH�>�@��
&KULVW� MH� MRã� SUH� ��� JRGLQD� X� VYRMRM� GRNWRUVNRM� GLVHUWDFLML� QDYHR� GD� MH� EU]LQD� UDVWD�� RGQRVQR� ãLUHQMD�
,QWHUQHWD� HNVSRQHQFLMDOQD�� XNROLNR� VH� NDR� PHWULND� NRULVWL� EURM�:HE� VHUYHUD� GRVWXSQLK� SUHNR� MDYQLK� ,3�
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DGUHVD�>�@��7D�þLQMHQLFD�NDR�SRVOHGLFX�QDPHüH�L]D]RYH�X�UD]YRMX�WHKQRORJLMD�NRMH�þLQH�RNRVQLFX�,QWHUQHWD��
7HKQRORJLMD� PRUD� EU]R� GD� HYROYLUD� NDNR� EL� X� VFHQDULMX� QDJORJ� SRYHüDQMD� EURMD� NRULVQLND� RVWDOD�
XSRWUHEOMLYD��7DGDãQML�NRPXQLNDFLRQL�VWDQGDUGL�L�SURWRNROL�]DPHQMHQL�VX�QRYLP�YHU]LMDPD��UHãHQMLPD�NRMD�
VX� YHüLP� GHORP� UHGL]DMQLUDQD� LOL� SRWSXQR� QRYLP� UHãHQMLPD�� %U]R� HYROYLUDQMH� MH� WDNRÿH� QDPHWQXWR� L�
NRPXQLNDFLRQRP� VRIWYHUX�� XSUDYOMDþNLP� SURJUDPLPD� ]D� PUHåQH� DGDSWHUH�� VRIWYHUX� NRML� REH]EHÿXMH�
IXQNFLMH�UXWLUDQMD��NDR�L�VHUYHULPD�NRML�SUXåDMX�VHUYLVH�QD�DSOLNDFLRQRP�VORMX�26,�UHIHUHQWQRJ�PRGHOD�>�@��
SRSXW� :HE� VHUYHUD� L� VHUYHUD� ]D� HOHNWURQVNX� SRãWX�� 8� QDVWDYNX� UDGD� QDYRGL� VH� QHNROLNR� SULPHUD�
HYROYLUDQMD� SURWRNROD�� VWDQGDUGD� L� VRIWYHUD�� 3UYD� YHU]LMD� +\SHUWH[W� 7UDQVIHU� SURWRNROD�� +773�����
]DPHQMHQD� MH�YHU]LMRP�+773�����NRMD�GDQDV�SUHGVWDYOMD�GRPLQDQWQL�PHWRG�RSVOXåLYDQMD�NRULVQLND�:HE�
VWUDQLFDPD��3URWRNRO�+773���>�@��]DVQRYDQ�QD�HNVSHULPHQWDOQRM�*RRJOH�63'<�WHKQRORJLML�>�@��WUHQXWQR�
SRGUåDYD������:HE�VWUDQLFD�>�@��3URWRNROL�NRML�REH]EHÿXMX�XVOXJH�SRYHUOMLYRVWL�L�DXWHQWLþQRVWL�VDGUåDMD��
SRSXW� 66/� �WUHQXWQR� X� YHU]LML� 66/Y�� >�@�� L� 7/6� �WUHQXWQR� X� YHU]LML� 7/6Y���� >�@�� VH� þHVWR� DåXULUDMX��
XJODYQRP� ]ERJ� LGHQWLILNRYDQLK� VLJXUQRVQLK� SURSXVWD�� 1DM]DþDMQLMH� SURPHQH�� XVORYOMHQH� SRYHüDQMHP�
NYDOLWHWD�VDGUåDMD��QDþLQMHQH�VX�QD�VWDQGDUGLPD�NRML�VH�NRULVWH�]D�UD]YRM�IURQW�HQG�GHOD�:HE�SUH]HQWDFLMD��
+70/��>�@��&66��L�(&0$6FULSW���>��@��9DåQR�MH�QDSRPHQXWL�GD�MH�YHU]LMD�X�RYRP�VOXþDMX�YLãH�IRUPDOQH�
SULURGH�� V� RE]LURP� GD� VH� þHVWR�PHQMDMX� SRVWRMHüH� IXQNFLMH� L� GRGDMX� QRYH� QD� RVQRYX� SUHGORJD�� VKRGQR�
SRWUHEDPD� SULODJRÿDYDQMD� :HE� SUHWUDåLYDþLPD� L� VWDQGDUGL]DFLMH�� âWR� VH� VRIWYHUD� WLþH�� ]QDþDMQD�
XQDSUHÿHQMD� QDþLQMHQD� VX� QD� XSUDYOMDþNLP� SURJUDPLPD� ]D� PUHåQH� DGDSWHUH� NRMH� NRULVWH� VHUYHUVNL�
RSHUDWLYQL� VLVWHPL� L� RSHUDWLYQL� VLVWHPL� SRVHEQH� QDPHQH� NRML� VH� L]YUãDYDMX� QD� UXWHULPD�� PUHåQLP�
EDULMHUDPD� L� GUXJLP� PUHåQLP� XUHÿDMXPD�� 8QDSUHÿHQMD� VH� XJODYQRP� RGQRVH� QD� SULODJRÿDYDQMH� YHüHP�
SURWRNX� SRGDWDND� L� SRYHüDQMH� EU]LQH� RG]LYD� EH]� SRWUHEH� ]D� ]QDþDMQLMLP� SRYHüDQMHP� RVWDOLK� UHVXUVD��
3UHPD� LVWUDåLYDQMLPD�:�7HFK�:�7HFKV�:HE�7HFKQRORJ\�6XUYH\V��+773� VHUYHUVNR� WUåLãWH� MH� GDQDV�� L�
SRUHG� þLQMHQLFH� GD� $SDFKH� L� GDOMH� GRPLQLUD�� ]QDWQR� YLãH� IUDJPHQWLVDQR� QHJR� UDQLMH�� 1RYH� WHKQRORJLMH�
�XJODYQRP�1JLQ[��]DX]LPDMX�YLãH�RG�����XNXSQRJ�GHOD�WUåLãWD��
�
%U]D� HYROXFLMD� L� LWHUDWLYQD� SREROMãDQMD� UHIOHNWXMX� VH� X� SROMH� VRIWYHUVNRJ� LQåHQMHUVWYD� L� QDPHüX� SUDYFH�
SRSXW�EU]RJ�UD]YRMD�VRIWYHUD��HQJO��agile software development��>��@��1HSRWSXQ�SURFHV�NRQWUROH�NYDOLWHWD�
VRIWYHUVNLK�SURL]YRGD�RVWDYOMD�GRYROMQR�SURVWRUD�]D�JUHãNH��VLJXUQRVQH�SURSXVWH�L�UDQMLYRVWL�NRMH�VH�PRJX�
LVNRULVWLWL��
�
���� 8]URFL�UDQMLYRVWL�X�VRIWYHUVNLP�SURL]RGLPD�
�
5DQMLYRVW� VH� GHILQLãH� NDR� VODERVW� X� QHNRM� YUHGQRVWL�� UHVXUVX� LOL� LPRYLQL� NRMD�PRåH� ELWL� LVNRULãüHQD�� WM��
HNVSORDWLVDQD�� 3UHWQMD� MH� SURWLYQLN�� VLWXDFLMD� LOL� VSOHW� RNROQRVWL� VD� PRJXüQRãüX� L�LOL� QDPHUDPD� GD�
HNVSORDWLãH� UDQMLYRVW�� 1D� SULPHU�� ILQDQVLMVNL� VSRQ]RULVDQL� SURWLYQLN� VD� MDVQR� GHILQLVDQLP� FLOMHP� L�
IRUPDOQRP�PHWRGRORJLMRP� VPDWUD� VH� VWUXNWXULUDQRP� SUHWQMRP��2YD� GHILQLFLMD� SUHWQMH� VWDUD� MH� QHNROLNR�
GHFHQLMD�L�NRQVLVWHQWQD�MH�V�QDþLQRP�RSLVLYDQMD�WHURULVWD�>�@��
�
8NROLNR�VH�L]X]PH�GUXãWYHQL�LQåHQMHULQJ�>��@��SURERM�X�UDþXQDUVNH�VLVWHPH�L�PUHåH��VWLFDQMH�QHRYODãüHQRJ�
SULVWXSD�SRYHUOMLYLP�LQIRUPDFLMDPD�L�QDUXãDYDQMH�LQWHJULWHWD�QDMþHãüH�VH�L]YRGL�LVNRULãüDYDQMHP�UDQMLYRVWL�
NRMH�QDVWDMX�WRNRP�UD]YRMD�VRIWYHUD��5DQMLYRVWL�QDVWDMX�NDR�SRVOHGLFH�EU]RJ�UD]YRMD�VRIWYHUD�L�NRULãüHQMD�
PHWRGRORJLMH� ³VLJXUQRVW� ]DVQRYDQD� QD� VNULYDQMX´� �HQJO�� security by obscurity�� SULOLNRP� UD]YRMD�
YLãHQLYRYVNLK��RGQRVQR�PRGXODUQLK�VLVWHPD��
�
.ULPLQDO�NDUDNWHULVWLþDQ�]D�LQIRUPDWLþNR�GRED�MH�]QDWQR�R]ELOMQLMD�SUHWQMD�X�RGQRVX�QD�WR�NDNR�JD�SRMHGLQL�
HQWLWHWL� GRåLYOMDYDMX� >��@�� =D� NRPSDQLMH� NRMH� UD]YLMDMX� L� RGUåDYDMX� VRIWYHUVNH� SURL]YRGH� SUHWKRGQR�
SRPHQXWD�SHUFHSFLMD�SUHWQMH� MH�QHSULKYDWOMLYD��RVLP�RGUåDYDQMD�NRQVWDQWQH� LOL� UDVWXüH�VWRSH� WHKQRORãNRJ�
UD]YRMD�� RG� WDNYLK�NRPSDQLMD� VH�RþHNXMH�GD�REH]EHGH� UD]XPQL�QLYR� VLJXUQRVWL� VRIWYHUD� L�EODJRYUHPHQR�
VSUHþDYDQMH�LVNRULãüDYDQMD�UDQMLYRVWL�NRMH�PRJX�QDVWDWL�WRNRP�UD]YRMD��,DNR�LQGXVWULMD�LPD�PHKDQL]PH�]D�
LGHQWLILNDFLMX� SUHWQML�� YHOLNL� EURM� VLJXUQRVQLK� SURSXVWD� L� LVNRULãüHQLK� UDQMLYRVWL� X� SRVOHGQMLK� QHNROLNR�
JRGLQD� XND]XMX� QD� þLQMHQLFX� GD� SRVWRML� GRYROMQR�PHVWD� ]D� GDOMH� XQDSUHÿHQMH� L� SRMDþDQR� QDPHWDQMH� WLK�
PHKDQL]DPD�� 0HWRGRORJLMD� EU]RJ� UD]YRM� VRIWYHUD� LVNOMXþXMH� PRJXüQRVW� GRYROMQR� GHWDOMQH� SURYHUH�
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SRVWRMDQMD�VLJXUQRVQLK�SURSXVWD��6RIWYHUVNL�SURL]YRG�VH�QD�WUåLãWX�SRMDYOMXMH�VD�SRWHQFLMDOQLP�UDQMLYRVWLPD�
NRMH� VH� QDNQDGQR� LGHQWLILNXMX� L� XNODQMDMX�� 8�PHÿXYUHPHQX�� VRIWYHU� RVWDMH� UDQMLY� D� UDQMLYRVWL� VH� PRJX�
LVNRULVWLWL�XNROLNR�LK�QDSDGDþ�RWNULMH�SUH�QHJR�ãWR�LK�SURL]YRÿDþ�LGHQWLILNXMH�L�RWNORQL��
�
0HWRGRORJLMD�³VLJXUQRVW�]DVQRYDQD�QD�VNULYDQMX´�RGQRVL�VH�QD�þLQMHQLFX�GD�VH�SRWHQFLMDOQD�UDQMLYRVW�NULMH�
RG� MDYQRVWL�� 'UXJLP� UHþLPD�� DNR� SURWLYQLN� RWNULMH� UDQMLYRVW�� PHKDQL]DP� NRML� EL� VSUHþLR� QMHQR�
LVNRULãüDYDQMH� QH� SRVWRML�� 2YD� PHWRGRORJLMD� MH� VXSURWQRVW� ³VLJXUQRVWL� ]DVQRYDQRM� QD� GL]DMQX´� �HQJO��
security by design���8RSãWHQR��SULOLNRP�SURMHNWRYDQMD�ELOR�NDNYRJ�YLãHVQLYRYVNRJ�VLVWHPD�LOL�VRIWYHUVNRJ�
SURL]YRGD�� SRWUHEQR� MH� UD]PRWULWL� SRVOHGLFH� SULVXVWYD� QDSDGDþD� QD� ELOR� NRP� QLYRX�� � 5D]OLNH� X� SULPHQL�
RYLK� PHWRGRORJLMD� SULOLNRP� SURMHNWRYDQMD� PRJX� VH� MHGQRVWDYQR� REMDVQLWL� QD� SULPHUX� JHQHULþNRJ�
PRGXODUQRJ�ELRPHWULMVNRJ�DXWHQWLILNDFLRQRJ�VLVWHPD��*HQHULþNL�VLVWHP�]D�ELRPHWULMVNX�NRQWUROX�SULVWXSD�
VDVWRML�VH�RG�VHQ]RUD��PRGXOD�]D�HNVWUDNFLMX�DWULEXWD��PRGXOD�]D�SRUHÿHQMH�L�ED]H�SRGDWDND�R�LGHQWLWHWLPD�
NRULVQLND� L� RGJRYDUDMXüLP� ELRPHWULMVNLP� X]RUFLPD��.RULVQLN� NRML� åHOL� GD� SULVWXSL� RGUHÿHQLP� UHVXUVLPD�
QDYRGL� VYRM� LGHQWLWHW�� 6HQ]RU� SULNXSOMD� ELRPHWULMVNL� X]RUDN� NRULVQLND�� ,]� X]RUND� VH� L]GYDMDMX� DWULEXWL� L�
UDþXQD� VOLþQRVW� L]PHÿX� SULNXSOMHQRJ� X]RUND� L� X]RUND� VPHãWHQRJ� X� ED]L� SRGDWDND� NRML� RGJRYDUD�
QDYHGHQRP�LGHQWLWHWX��1D�RVQRYX�GR]YROMHQH�JUDQLFH�JUHãNH�VLVWHP�GRQRVL�RGOXNX��WM��RGUHÿXMH�GD�OL�MH�WR�
]DLVWD� WDM� NRULVQLN� L� VKRGQR� RGOXFL� GR]YROMDYD� LOL� EORNLUD� SULVWXS� UHVXUVLPD�� 2YDNDY� PRGXODUQL� VLVWHP�
PRåH�VH�]DRELüL�QD�QHNROLNR�QDþLQD��L]YRÿHQMHP�YUOR�VRILVWLFLUDQLK�QDSDGD�>������@��
�

��� 1DSDGDþ�SULODåH�ODåQL�ELRPHWULMVNL�X]RUDN��QD�SULPHU��RWLVDN�SUVWD��VHQ]RUX��

��� 1DSDGDþ� L]YUãDYD�QDSDG� SRQDYOMDQMHP�� VQLPOMHQL� VLJQDO� VD� L]OD]D� VHQ]RUD� SURVOHÿXMH� VH� RVWDWNX�
VLVWHPD��]DRELOD]L�VH�VHQ]RU���

��� 1DSDGDþ�XSRWUHEOMDYD�]ORQDPHUQL�VRIWYHU�NDNR�EL�NRPSURPLWRYDR�PRGXO�]D�HNVWUDNFLMX�DWUXEXWD��
NRPSURPLWRYDQL�PRGXO�JHQHULãH�YHNWRUH�DWULEXWH�NRMH�RGDELUD�QDSDGDþ��

��� 1DSDGDþ�SURVOHÿXMH�VLQWHWLþNL�YHNWRU�DWULEXWD�PRGXOX�]D�SRUHÿHQMH��

��� 1DSDGDþ�PRGLILNXMH�UH]XOWDW�NRML�JHQHULãH�PRGXO�]D�SRUHÿHQMH��

��� 1DSDGDþ�PRGLILNXMH�ELRPHWULMVNH�X]RUNH�OHJLWLPQLK�NRULVQLND�X�ED]L�SRGDWDND��RYDM�QDSDG�RVLP�
VWLFDQMD�QHRYODãüHQRJ�SULVWXSD�UH]XOWXMH�RGELMDQMHP�XVOXJD�OHJLWLPQLP�NRULVQLFLPD��

��� 1DSDGDþ�SUHVUHüH�NRPXQLNDFLRQL�NDQDO�L]PHÿX�ED]H�SRGDWDND�L�PRGXOD�]D�SRUHÿHQMH�L�SRGPHüH�
ODåQH�ELRPHWULMVNH�X]RUNH�PRGXOX�]D�SRUHÿHQMH��

��� 1DSDGDþ�VWLþH�DGPLQLVWUDWLYQH�SULYLOHJLMH�L�PHQMD�NRQDþQX�RGOXNX�VLVWHPD��
�
2YDM�SULPHU�LOXVWUXMH�UDQMLYRVW�VLVWHPD�NRML�VX�SURMHNWRYDQL�SULPHQRP�PHWRGRORJLMH�³VLJXUQRVW�]DVQRYDQD�
QD� VNULYDQMX´��8� RYRP� VOXþDMX� MH� MDVQR� GD� SURMHNWDQW� QLMH� SUHGYLGHR� SRVWRMDQMH� QDSDGDþD� X� SUHWKRGQR�
SRPHQXWLK� RVDP� WDþDND�� 3URMHNWDQW� NRML� SUHGYLGL� SRVWRMDQMH� QDSDGDþD� SULPHQMXMH� PHWRGRORJLMX�
³VLJXUQRVWL�]DVQRYDQD�QD�GL]DMQX´�ãWR�]QDþL�GD�PRåH�GD�LGHQWLILNXMH�SRWHQFLMDOQH�UDQMLYRVWL��LPSOHPHQWLUD�
GRGDWQH�]DãWLWQH�PHKDQL]PH�L�VDPLP�WL�VSUHþL�L]YRÿHQMH�SUHWKRGQR�SRPHQXWLK�QDSDGD��1D�SULPHU��QDSDG�
SURVOHÿLYDQMHP� VLQWHWLþNRJ� YHNWRUD� PRGXOX� ]D� SRUHÿHQMH� MH� PRJXüH� VSUHþLWL� XNROLNR� VH� PRGXO� ]D�
HNVWUDNFLMX�DWULEXWD�L�PRGXO�]D�SRUHÿHQMH�UHDOL]XMX�NDR�MHGQD�NRPSRQHQWD�LOL�XNROLNR�MH�YH]D�LPHÿX�QMLK�
NULSWRJUDIVNL� ]DãWLüHQD�� âLIURYDQMH� YH]H� L]PHÿX� ED]H� SRGDWDND� L� PRGXOD� ]D� SRUHÿHQMH� VSUHþDYD� QDSDG�
SUHVUHWDQMHP�NRPXQLNDFLRQRJ�NDQDOD�L�SRGPHWDQMD�ODåQLK�X]RUDND�PRGXOX�]D�SRUHÿHQMH�>��@��
�
���� 3UHJOHG�]QDþDMQLMLK�UDQMLYRVWL�VRIWYHUVNLK�SURL]YRGD�
�
8�RYRP�GHOX� UDGD�XNUDWNR� VX�RSLVDQH�]QDþDMQLMH� UDQMLYRVWL�NRMH�VX�RWNULYHQH������JRGLQH� �Heartbleed��
Shellshock, POODLE��������JRGLQH��GHOST��Freak���5DQMLYRVWL�&9(�����������L�&9(�����������VX��
]ERJ�VYRMH�R]ELOMQRVWL�L�SDåQMH�PHGLMD�NRMX�VX�SULYXNOH��GHWDOMQLMH�RSLVDQH�RG�RVWDOLK��
�
�
�
�
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7DEHOD����Preled znaþajnijih ranjivosti softverskih proizvoda u periodu 2014-2015 godine�

&9(� 1D]LY� 2WNULYHQD� 6RIWYHU� 3RVOHGLFD�LVNRULãüHQMD�
���������� +HDUWEOHHG� ����� 2SHQ66/� ýLWDQMH�SRYHUOMLYLK�SRGDWDND�L]�

PHPRULMH�VLVWHPD��SUHX]LPDQMD�
NULSWRJUDIVNLK�NOMXþHYD�

���������� 6KHOOVKRFN� ����� %DVK� ,]YUãHQMH�SURL]YROMQRJ�NRGD��
QHRYODãüHQL�SULVWXS�XGDOMHQRP�
UDþXQDUVNRP�VLVWHPX�

���������� 322'/(� ����� 66/Y�� 'HãLIURYDQMH�SRUXND�
���������� *+267� ����� JOLEF� 3UHX]LPDQMH�NRQWUROH�QDG�

XGDOMHQLP�/LQX[�VLVWHPRP�
���������� )5($.� ����� 66/�7/6� .UDÿD�SRGDWDND�NULSWRDQDOL]RP�

]DVQRYDQRP�QDPHWDQMHP�NUDWNLK�
56$�NOMXþHYD�

�
'LVNXVLMX�YH]DQX�]D�UDQMLYRVW�]DSRþLQMHPR�DQDOL]RP�VLJXUQRVQRJ�SURSXVWD�&9(������������SR]DQWLMHJ�X�
MDYQRVWL�NDR�Heartbleed��&9(����������� MH� VLJXUQRVQL�SURSXVW� X� VRIWYHUVNRM�ELEOLRWHFL�2SHQ66/��NRMD�
REH]EHÿXMH� SRWSXQR� UHãHQMH� ]D� LPSOHPHQWDFLMX� 66/�7/6� SURWRNROD� QD� VHUYHUVNRM� L� NOLMHQWVNRM� VWUDQL��
2SHQ66/� QD� QDMYLãHP� QLYRX�� REH]EHÿXMH� WUDQVSDUHQWQX� NULSWRJUDIVNL� ]DãWLüHQX� NRPXQLNDFLMX� L]PHÿX�
NUDMQMLK�WDþDND�X�PUHåL�L�WLPH�VSUHþDYD�SDVLYQH�QDSDGH�SULVOXãNLYDQMD�L�DNWLYQH�QDSDGH�L]PHQH�VDGUåDMD��
'D�EL�VH�WR�SRVWLJOR��X�VRIWYHUX�MH�LPSOHPHQWLUDQ�YHOLNL�EURMD�NULSWRJUDIVNLK�SULPLWLYD��SRSXW�VLPHWULþQLK�
EORNRYVNLK� DOJRULWDPD��NULSWRJUDILMH� ]DVQRYDQH�QD�HOLSWLþNLP�NULYDPD� L� SURWRNROD�]D� UD]PHQX�NOMXþHYD��
NDR� L� NRPSOHWQD� SRGUãND� ]D� UDG� VD� ;����� VHUWLILNDWLPD�� ,PDMXüL� WR� X� YLGL�� PRåH� VH� ]DNOMXþLWL� GD� MH�
2SHQ66/�VORåHQD�ELEOLRWHND�VD�YHOLNLP�EURMHP�HOHPHQDWD�NRML�PHÿXVREQR�LQWHUDJXMX�QD�UD]OLþLWH�VORåHQH�
QDþLQH��ãWR�SRYHüDQD�ãDQVX�]D�SRMDYX�VLJXUQRVQLK�SURSXVWD��,DNR�VH�QH]YDQLþQR�QDYRGL�GD�SRVWRML�RG������
JRGLQH��NDR�L�GD�SRWLþH�RG�VWXGHQWD�GRNWRUVNLK�VWXGLMD�NRML� MH�ELR�]DGXåHQ�]D� LPSOHPHQWDFLMX�Heartbeat�
HNVWHQ]LMH�� UDQMLYRVW� MH�Heartbleed� RWNULR�1HHO�0HKWD�� LQåHQMHU�*RRJOH� VLJXUQRVQRJ� WLPD� ����� JRGLQH��
5DQMLYRVW�MH�SRVOHGLFD�JUHãNH�X�NRGX�NRMD�VH�LVNRULãüDYD�QD�VOHGHüL�QDþLQ��VODQMHP�SRVHEQR�REOLNRYDQRJ�
XSLWD�VHUYHUX�QD]YDQRJ�Heartbeat bug�PRJXüH�MH�L]D]YDWL�þLWDQMH�SRGDWDND�VD�ORNDFLMD�YDQ�PHPRULMVNRJ�
EDIHUD�>��@��5DQMLYRVW�MH�QD]YDQD�Heartbleed�]DWR�ãWR�XSLW�LVNRULãüDYD�QHGRVWDWDN�X�SURãLUHQMX�Heartbeat��
þLPH� QDSDGDþ� VWLþH� PRJXüQRVW� GD� þLWD� SRYHUOMLYH� SRGDWNH� L]� PHPRULMH� VLVWHPD� ]DãWLüHQLK� UDQMLYLP�
YHU]LMDPD�2SHQ66/� VRIWYHUD��7HVWRYLPD� MH� þDN� SRND]DQR� GD� QDSDGDþL�PRJX�� EH]� NRULãüHQMD� ELOR� NRMLK�
SULYLOHJRYDQLK�LQIRUPDFLMD�LOL�DNUHGLWLYD��GD�SUHX]PX�SULYDWQL�NOMXþ�VHUYHUD�L�VLPHWULþQH�VHVLMVNH�NOMXþHYH��
7R�]QDþL�GD�VHUYHUL�NRML�SULPHQH�VLJXUQRVQX�]DNUSX�NRMX�MH�SRQXGLR�2SHQ66/��PRUDMX�WDNRÿH�QDGRJUDGLWL�
VYH�VYRMH�NOMXþHYH�LOL�üH�L�GDOMH�ELWL�UDQMLYL��3RãWR�YHOLNL�EURM�:HE�VHUYHUD�NRULVWL�2SHQ66/�ELEOLRWHNX�NRMD�
SUXåD�NULSWRJUDIVNH�XVOXJH�+7736�SURWRNROX��RWNULYDQMH�RYH�UDQMLYRVWL�LPDOR�MH�]QDþDMQH�SRVOHGLFH�>��@��
QD� WUåLãWX�VX�VH�SRMDYLOH�DOWHUQDWLYQH�YHU]LMH�2SHQ66/�ELEOLRWHNH�GUXJLK�SURL]YRÿDþD��HQJO�� fork���SRSXW�
/LEUH66/��2SHQ%6'��L�%RULQJ66/��*RRJOH���X�NRMLPD�VX�X�SUHþLãüHQRP�NRGX�LPSOHPHQWLUDQH�GUXJDþLMH�
PHWRGH�XPDQMHQMD�RYDNYLK�VLJXUQRVQLK�UL]LND�X�EXGXüQRVWL��
�
5DQMLYRVW� &9(����������� MH� WDNRÿH� SULYXNOD� ]QDþDMQLMX� SDåQMX� PHGLMD� L� GRELOD� SUHSR]QDWOMLYR� LPH�
Shellshock��RGQRVQR�Bash bug��.RPDQGQL�LQWHUSUHWHU�MH�NRPSRQHQWD�SULVXWQD�X�VYLP�81,;�]DVQRYDQLP�
VLVWHPLPD��*18�%DVK��%RXUQH�DJDLQ�VKHOO��MH�NRPDQGQL�LQWHUSUHWHU�REMDYOMHQ������JRGLQH�NDR�]DPHQD�]D�
WDGD� GRPLQDQWQL� %RXUQH� VKHOO�� NRML� QLMH� SULSDGDR� NDWHJRULML� VRIWYHUD� RWYRUHQRJ� NRGD�� $QDOL]D� LVWRULMH�
L]YRUQRJ� NRGD� ]D� %DVK� XND]XMH� QD� þLQMHQLFX� GD� MH� RYD� UDQMLYRVW� SULVXWQD� X� NRGX� RG� YHU]LMH� �����
�VHSWHPEDU� ������� ãWR� ]QDþL� GD� VH� X� NRGX� QDOD]LOD� ��� JRGLQD�� 'UXJLP� UHþLPD�� UDþXQDUL� QD� NRMLPD� VH�
L]YUãDYD�ELOR�NRML�81,;�]DVQRYDQL�RSHUDWLYQL�VLVWHP��QD�SULPHU��/LQX[�LOL�0DF�26�;���XNOMXþXMXüL�L�UXWHUH�
L�1$6�XUHÿDMH��EH]�DGHNYDWQH�]DNUSH�]D�%DVK�NRPDQGQL�LQWHUSUHWHU�ELOL�VX�VYH�YUHPH�UDQMLYL��5DQMLYRVW�MH�
L]D]YDQD� þLQMHQLFRP�GD�%DVK�QHQDPHUQR� L]YUãDYD�NRPDQGH�NDGD� VX�NRPDQGH�GRGDWH�QD�NUDM� GHILQLFLMD�
IXQNFLMD� NRMH� VH� þXYDMX� X� YUHGQRVWLPD� SURPHQOMLYLK� RNUXåHQMD� >��@��1DPHQVNL� JHQHULVDQH� SURPHQOMLYH�
RNUXåHQMD�PRJX� L]D]YDWL� L]YUãHQMH�SURL]YROMQRJ�NRGD�X� NRQWHNVWX�NRULVQLþNRJ�QDORJD�� RGQRVQR�SURFHVD�
NRML� MH� SRNUHQXR� NRPDQGQL� LQWHUSUHWHU�� .DNYH� VX� SRVOHGLFH� RYH� UDQMLYRVWL"� +UYDWVNL� QDFLRQDOQL� &(57�
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REMDYLR�MH�X�RNWREUX������JRGLQH�VOHGHüX�YHVW��³1DSDGDþL�L]�5XPXQLMH�XVSHãQR�VX�LVNRULVWLOL�6KHOOVKRFN�
UDQMLYRVW�NDNR�EL�NRPSURPLWRYDOL�VHUYHUH�NRPSDQLMD�<DKRR���/\FRV�L�:LQ=LS��SUHPD�UHþLPD�VLJXUQRVQRJ�
VWUXþQMDND�)XWXUH�6RXWK�7HFKQRORJLHV�D´� >��@��6WUXþQMDFL�X�GRPHQX� UDþXQDUVNH�VLJXUQRVWL�QDYRGH�GD� MH�
Shellshock� QHãWR� YHüL� SUREOHP� RG� Heartbleed� UDQMLYRVWL�� Heartbleed� RPRJXüDYD� QDSDGDþLPD� GD�� QD�
SULPHU�� XNUDGX� NRULVQLþND� LPHQD� L� OR]LQNH�� DOL� QH� L� GD� SRNUHQX� ]ORQDPHUQH� SURJUDPH� QD� UDQMLYLP�
VLVWHPLPD�� .RPSDQLMD� 5DSLG��� NRMD� VH� EDYL� UD]YRMHP� VRIWYHUD� ]D� WHVWLUDQMH� SURERMD�� XSR]RUDYD� GD� MH�
UDQMLYRVW�RFHQMHQD�VD�³��´�NDGD�MH�UHþ�R�R]ELOMQRVWL��NDR�L�GD�MH�QDSDGDþ�PRåH�UHODWLYQR�ODNR�LVNRULVWLWL�L�
SUHX]HWL� NRQWUROX� QDG� RSHUDWLYQLP� VLVWHPRP�� 3UREOHP� SRVWDMH� MRã� R]ELOMQLML� XNROLNR� VH� X� RE]LU� X]PH�
þLQMHQLFD� GD� MH� ]D� IXQNFLRQLVDQMH� QHNLK� VHUYHUVNLK� DSOLNDFLMD�� SRSXW� :HE� VHUYHUD� NRML� NRULVWH� &*,��
QHRSKRGDQ� NRPDQGQL� LQWHUSUHWHU�� 7R� RPRJXüDYD� QDSDGDþLPD� GD� LVNRULVWH� UDQMLYH� YHU]LMH� %DVK� DODWD� L�
XGDOMHQR� L]YUãH� SURL]YROMQLK� NRPDQGH�� 'DNOH�� QDYHGHQD� UDQMLYRVW� PRåH� RPRJXüLWL� QDSDGDþX� GD� GRELMH�
QHRYODãüHQL� SULVWXS� XGDOMHQRP� UDþXQDUVNRP� VLVWHPX�� %URM� MDYQR� GRVWXSQLK� VHUYHUD� UDQMLYLK� X� RYRP�
NRQWHNVWX� QLMH� ]DQHPDUOMLY� >��@�� 1DNRQ� RWNULYDQMD� 6KHOOVKRFN� UDQMLYRVWL�� XVOHGLOH� VX� YHVWL� R� QDþLQX�
UHãDYDQMD�L�REMDYOMHQH�VX�]DNUSH��D�]D]LP�VX�VH�SRMDYLOH�LQIRUPDFLMH�R�QRYLP�GRGDWQLP�UDQMLYRVWLPD�NRMH�
VX�GRELMDOH�LQWHUHVDQWQD�LPHQD��NDR�ãWR�VX�Aftershock�L�VOLþQR��
�
.UDMHP�VHSWHPEUD������JRGLQH�RWNULYHQD�MH� MRã� MHGQD�UDQMLYRVW�X�YHU]LML���66/�SURWRNROD�NRMD�VH�PRåH�
LVNRULVWLWL� ]D� NUDÿX� SRYHUOMLYLK� LQIRUPDFLMD�� &9(������������ RGQRVQR� 322'/(� �³Padding Oracle On 

Downgraded Legacy Encryption´�� UDQMLYRVW� MH�DOJRULWDPVNH�SULURGH� L�RPRJXüDYD� L]YRÿHQMH�QDSDGD� WLSD�
þRYHN�X�VUHGLQL��HQJO��man-in-the-middle���66/Y��QH�VSURYRGL�YDOLGDFLMX�RGUHÿHQLK�GHORYD�SRGDWDND�NRML�
SUDWH�VYDNX�SRUXNX��1DSDGDþL�PRJX�GD�LVNRULVWH�WX�UDQMLYRVW�VD�FLOMHP�GHãLIURYDQMD�LQGLYLGXDOQRJ�EDMWD�X�
MHGQRP� WUHQXWNX�� WDNR� GD� VH� PRåH� HNVWUDKRYDWL� RWYRUHQL� WHNVW� SRUXNH� GHãLIURYDQMHP� EDMW� SR� EDMW� >��@��
7/6Y����L�QRYLMH�YHU]LMH�VSURYRGH�UREXVQLMX�YDOLGDFLMX�GHãLIURYDQLK�SRGDWDND�L�NDR�WDNYH�QLVX�RVHWOMLYH�QD�
LVWL� SUREOHP�� 3UREOHP� SRVWRML� ]DWR� ãWR� RGUHÿHQL� EURM� :HE� VHUYHUD� L� :HE� SUHWUDåLYDþD� L� RPRJXüDYDMX�
NRULãüHQMH�66/�Y��SURWRNROD�V�FLOMHP�RGUåDYDQMD�NRPSDWLELOQRVWL�VD�,(���
�
.RPSDQLMD�4XDO\V�REMDYLOD� MH�������JRGLQH�YHVW�R�UDQMLYRVWL�X�/LQX[�*18�&�ELEOLRWHFL� �JOLEF���NRMD� MH�
GHR� JRWRYR� VYLK� GLVWULEXFLMD� /LQX[� RSHUDWLYQRJ� VLVWHPD�� 5DQMLYRVW� &9(����������� GRELOD� MH� LPH�
*+267��NRMH�SRWLþH�RG�PRJXüHJ�SUHNRUDþHQMD�EDIHUD�XQXWDU�JOLEF�*HW+267�IXQNFLMH��3RPHQXWD�IXQNFLMD�
MH� ]DGXåHQD� ]D� UD]UHãDYDQMH�PUHåQLK� DGUHVD�� L� NDR� WDNYD� SRWHQFLMDOQR� XJURåDYD� VLJXUQRVW� JRWRYR� VYRJ�
VRIWYHUD�NRML�VH�QD�QHNL�QDþLQ�RGQRVL�QD�PUHåX��*+267�UDQMLYRVW�VH�VPDWUD�NULWLþQRP�]DWR�ãWR�QDSDGDþ�
PRåH�GD�MH�LVNRULVWL�L�SUHX]PH�NRQWUROX�QDG�FLOMQLP�/LQX[�VLVWHPRP�EH]�SRWUHEH�]D�SUHWKRGQLP�]QDQMHP�
VLVWHPVNLK�DNUHGLWLYD��WM��OR]LQNL�QDORJD�VD�DGPLQLVWUDWLYQLP�SULYLOHJLMDPD��1D�SULPHU��QDSDGDþL�PRJX�GD�
LVNRULVWH� UDQMLYRVW�� XGDOMHQR� L]YUãH� ]ORQDPHUQL� NRG� L� SUHX]PX� NRQWUROX� QDG� :HE� VHUYHURP�� 4XDO\V��
NRPSDQLMD� NRMD� MH� RWNULOD� RYX� UDQMLYRVW�� WYUGL� GD� NRULãüHQMHP� ]ORQDPHUQRJ� NRGD� NRML� LVNRULãüDYD� RYX�
UDQMLYRVW�PRåH�L]YUãLWL�SUR]YROMQL�NRG�SUHNR�([LP�VHUYHUD�]D�HOHNWURVNX�SRãWX�>��@��
�
8�PDUWX������JRGLQH�RWNULYHQD�MH�QRYD�66/�7/6�UDQMLYRVW��&9(������������NRMD�GR]YROMDYD�QDSDGDþX�
GD� SUHVUHWQH� +7736� NRQHNFLMH� L]PHÿX� UDQMLYLK� NOLMHQDWD� L� VHUYHUD� L� QDPHWQH� LP� NRULãüHQMH� VODEH�
NULSWRJUDIVNH�]DãWLWH��ãWR�]D�GDOMX�SRVOHGLFX�PRåH�LPDWL�NUDÿX�RVHWOMLYLK�SRGDWDND�>��@��5DQMLYRVW�)5($.�
�³Factoring RSA Export Keys´�� LQGLUHNWQD� MH� SRVOHGLFD� XVDJODãDYDQMD� VD� NULSWRJUDIVNLP� L]YR]QLP�
UHJXODWLYDQD�6MHGLQMHQLK�$PHULþNLK�'UåDYD��2YH�UHJXODWLYH�RJUDQLþDYDMX�GXåLQH�NOMXþHYD�NRMH�VH�NRULVWH�
±� FLOM� MH� RPRJXüLWL� $PHULþNRM� QDFLRQDOQRM� DJHQFLML� ]D� EH]EHGQRVW� �16$�� GD� L]YUãLWL� NULSWRDQDOLWLþNH�
QDSDGH� L� RQHPRJXüLWL� GUXJH� RUJDQL]DFLMH� VD� PDQMLP� UDþXQDUVNLP� UHVXUVLPD� GD� L]YUãH� LVWH�� 1D� SULPHU��
PRGXR� X� 56$� DOJRULWPX� PRåH� ELWL� QDMYHüH� GXåLQH� ���� ELWD� �WDNR]YDQL� 56$� L]YR]QL� NOMXþHYL���
.ULSWRDQDOL]D�56$�DOJRULWPD�VD�NUDWNLP�NOMXþHYLPD�L]YRGOMLYD�MH�SRPRüX�Number Field Sieve�DOJRULWPD��
NRULVWHüL�UDþXQDUVNH�VHUYLVH�X�REODNX�]D�QH�YLãH�RG�����GRODUD��.RPELQRYDQMH�QDSDGD�³þRYHN�X�VUHGLQL´�X�
FLOMX�PDQLSXOLVDQMD� LQFLMDOQRJ�GRJRYRUD�R�NULSWRJUDIVNLP�DOJRULWPLPD�NRML�üH�VH�NRULVWLWL�X� WRNX�VHVLMH� L�
SUHWKRGQR� SRPHQXWRJ� DOJRULWPD� NRML� VH� L]YUãDYD� QD�cloud� VHUYLVLPD�� QDPHüH� þLQMHQLFX� GD� QDSDG�PRåH�
XJUR]LWL� EH]EHGQRVW� ELOR� NRJ�:HE� VDMWD� NRML� RPRJXüDYD� NRULãüHQMH� 56$� NOMXþHYD� GXåLQH� ���� ELWD� X]�
XSRWUHEX�UHODWLYQR�VNURPQLK�UDþXQDUVNLK�UHVXUVD��
�
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���� 8EODåDYDQMH�PRJXüLK�SRVOHGLFD�
�
.RUDFL�NRMH�MH�SRWUHEQR�L]YHVWL�NDNR�EL�VH�LVNRULVWLOD�ELOR�NRMD�RG�SRPHQXWLK�UDQMLYRVWL�QLVX�VORåHQL�L�PRåH�
LK� L]YHVWL� VYDNL� R]ELOMQLML� SURJUDPHU� LOL� LVWUDåLYDþ� NRML� VH� EDYL� UDþXQDUVNRP� VLJXUQRãüX�� .DGD� VH� RYH�
VODERVWL� VXEMHNWLYQR� SRVPDWUDMX�� ODNR� VH� PRåH� VWHüL� XWLVDN� GD� VX� QDVWDOH� QHSDåQMRP� SURJUDPHUD� LOL�
SURMHNWDQDWD��0HÿXWLP��RYDNYH�JUHãNH�L�SURSXVWL�GHãDYDMX�VH�EH]�RE]LUD�QD�WR�GD�OL�MH�GR�QHSDåQMH�GRãOR�LOL�
QH��8�RYRP�GHOX�UDGD�LGHQWLILNRYDQR�MH�QHNROLNR�NOMXþQLK�HOHPHQDWD�QD�NRMH�WUHED�REUDWLWL�SDåQMX�NDNR�EL�
VH� PRJXüQRVW� SRMDYH� UDQMLYRVWL� L� QMHQRJ� LVNRULãüDYDQMD� VYHR� QD� PLQLPXP�� WHVWLUDQMH� VRIWYHUD�� UHYL]LMD�
VLJXUQRVWL��SUDYLODQ�RGDELU�SURJUDPVNLK�MH]LND�L�HNRQRPVNL�SRGVWLFDML��
�
$XWRPDWVNR�WHVWLUDQMH�VRIWYHUVNLK�SURL]YRGD�XSUDåQMDYD�VH�L�QMHJRY�]QDþDM�MH�SR]QDW�GXåL�QL]�JRGLQD�>��@��
5D]YRM� QDSUHGQLK� DODWD� ]D� ID]L� WHVWLUDQMH�� SRSXW� $PHULFDQ� )X]]\� /RS� >��@� RODNãDYD� SURQDODåHQMH�
QHRþHNLYDQLK�JUHãDND�L�SURSXVWD�NRML�VH�QH�PRJX�RWNULWL�VWDQGDUGQLP�PHWRGRORJLMDPD�WHVWLUDQMD��=QDþDMQR�
XQDSUHÿHQL� DODWL� ]D� VWDWLþNX� DQDOL]X� PRJX� GD� SUHGYLGH� L� XNDåX� QD� PRJXüH� SRVOHGLFH� JUHãDND� NRMH� VH�
MDYOMDMX�X� UDQRP�SHULRGX�UD]YRMD�RGUHÿHQH�NRPSRQHQWH��5D]YRMQL� WLPRYL��PHÿXWLP��QDYRGQR�QH�NRULVWH�
RYH�DODWH�RQROLNR�þHVWR�NROLNR�EL�WUHEDOL�GD�LK�NRULVWH�>��@��3RWSXQD�SURYHUD�NRGD�NRML�HYROYLUD�]DKWHYD��V�
GUXJH�VWUDQH��GRVWD�NRQWLQXDOQRJ�WUXGD�±�X�RE]LU�WUHED�X]HWL�L�þLQMHQLFX�GD�YHOLNL�EURM�SURJUDPHUD�WHVWLUDQMH�
NRGD� GRåLYOMDYD� NDR� L]X]HWQR� QHPDãWRYLWX� XSRWUHEX� VYRJ� YUHPHQD�� 2YDM� SUREOHP� VH� PRåH� UHãLWL�
HNRQRPVNL�� RGQRVQR� VWLPXODFLMRP� SURJUDPHUD� NRML� UDGH� QD� NRGX� NRML� MH� NULWLþDQ� SR� SLWDQMX� VLJXUQRVWL�
XNROLNR� MH� NRG� X� SRWSXQRVWL� WHVLUDQ� L� SRNULYHQ�� $OWHUQDWLYQR�� RYDM� ]DGDWDN� VH� PRåH� GHOHJLUDWL�
NRPSHWHQWQLP�LQåHQMHULPD�]D�NRQWUROX�NYDOLWHWD��þLML�üH�MHGLQL�]DGDWDN�ELWL�GD�SURL]YRG�GHWDOMQR�WHVWLUDMX�
QDNRQ�VYDNH�SURPHQH��
�
1H]DYLVQL� LVWUDåLYDþL�� YRÿHQL� HNRQRPVNLP� UD]OR]LPD�� HQWX]LMD]PRP� LOL� UDGL� RGUåDQMD� XJOHGD�� þHVWR�
VSURYRGH�VLJXUQRVQH�UHYL]LMH�SRSXODUQRJ�]DãWLWQRJ�VRIWYHUD�LOL�NRPSRQHQWL�VLVWHPD�NRMH�X�]QDþDMQRM�PHUL�
PRJX� GD� QDUXãH� VLJXUQRVW� XNROLNR� VX� UDQMLYH� QD� RGUHÿHQH� QDSDGH�� ýHVWR� RYDNYH� UHYL]LMH� VSURYRGH�
NRPSDQLMH�LOL�RUJDQL]DFLMH�VSHFLMDOL]RYDQH�]D�VLJXUQRVW�VRIWYHUD��VSUHþDYDQMH�YLVRNRWHKQRORãNRJ�NULPLQDOD�
L�VOLþQH�REODVWL��NDNR�EL�X�EXGXüQRVWL�ELOH�SR]QDWH�NDR�HQWLWHWL�NRML�VX�RWNULOL�UDQMLYRVWL�L�XND]DOL�QD�PRJXüH�
QDSDGH�� LOL� L]� þLVWR� LGHRORãNLK� UD]ORJD�� 3RODUL]RYDQRVW� X� GRPHQX� VLJXUQRVWL�� PHÿXWLP�� PRåH� GRYHVWL�
REMHNWLYQRVW� UHYL]LMH� X� SLWDQMH��2EMDVQLüHPR� RYR� QD� SULPHUX� VRIWYHUD�7UXH&U\SW��1D� ]YDQLþQRM� VWUDQLFL�
SURL]YRÿDþD�VRIWYHUD�7UXH&U\SW�QD]QDþHQR�MH�GD�MH�UD]YRM�SUHNLQXW�X�PDMX������JRGLQH��-HGDQ�RG�UD]ORJD�
NRML� MH�QDYHGHQ� MH� L]MDYD�16$�GD� MH�QD�]DKWHY�SURL]YRÿDþD� L]YUãLOD� DQDOL]X� VLJXUQRVWL� VRIWYHUD� L�RWNULOD�
VLJXUQRVQH� SURSXVWH�� 'RND]L� R� VLJXUQRVQLP� SURSXVWLPD� QLVX� REMDYOMHQL�� D� SRPHQXWL� UD]ORJ� MH�
NRQWUDGLNWRUDQ� VD� L]MDYDPD� %UXFH� 6FKQHLHUD� L� (GZDUGD� 6QRZGHQD� NRML� VX� SRGUåDYDOL� UD]YRM� L�
SUHSRUXþLYDOL� XSRWUHEX� VRIWYHUD�� ]DWR� ãWR� QLMH� RPRJXüDYDR� SULVWXS� ãLIURYDQLP� SRGDFLPD� QL� MHGQRP�
HQWLWHWX��XNOMXþXMXüL�16$��NRML�QLMH�LPDOR�RGJRYDUDMXüL�NOMXþ��8�RYDNYLP�VLWXDFLMDP�SRWUHEQR�MH�XORåLWL�
YHüD�ILQDQVLMVND�VUHGVWYD�X�QH]DYLVQX�NRPDQLMX�NRMD�MH�VSHFLMDOL]RYDQD�]D�UHYL]LMX�VLJXUQRVWL��3RWUHEQR�MH�
WDNRÿH� QD]QDþLWL� GD� VLJXUQRVQH� UHYL]LMH� QLVX� RJUDQLþHQH� LVNOMXþLYR� QD� SRWSXQH� UHYL]LMH�� YHü� L� QD� QLYRX�
PRGXOD��NDR�L�GD�UHYL]LMD�NRGD�WUHED�GD�EXGH�REDYH]QD��D�QH�RSFLRQD��
��
2SHQ66/�� ELEOLRWHND� X� NRMRM� MH� RWNULYHQ� YHüL� EURM� UDQMLYRVWL� L� NRMD� MH� WDNRÿH� ELOD� PHWD� YHOLNRJ� EURMD�
QDSDGDþD� QDSLVDQD� MH� X� MH]LND� &�� 8� MH]LNX� &� VX� WDNRÿH� QDSLVDQD� L� MH]JUD� VYLK� 81,;� ]DVQRYDQLK�
RSHUDWLYQLK� VLVWHPD�� NRMD�� SUHPD� LVWUDåLYDQMLPD� :�7HFK� :�7HFKV� :HE� 7HFKQRORJ\� 6XUYH\V� þLQH�
RNRVQLFX�����ZHE�VHUYHUD�>��@��NDR�L�SDPHWQLK�WHOHIRQD��UXWHUD�L�KDUGYHUVNLK�PUHåQLK�EDULMHUD��-H]LN�&�MH�
QDVWDR� ����� JRGLQH�� D� RVQRYQL� VWDQGDUG� RG� WDGD� QLMH� ]QDþDMQR� DåXULUDQ�� -DVQR� MH� GD� MH]LN� NRML� QH�
REH]EHÿXMH�]DãWLWX�PHPRULMVNRJ�SURVWRUD�L�X�RGQRVX�QD�VDYUHPHQH�SURJUDPQVNH�MH]LNH�SUHGVWDYOMD�EODJX�
DSVWUDNFLMX�DVHPEOHUD�QLMH�SRJRGDQ�L]ERU�]D�L]UDGX�VRIWYHUD�NRML�MH�NULWLþDQ�SR�SLWDQMX�VLJXUQRVWL��'DQDV�MH�
UDVSRORåLY�YHüL�EURM�EH]EHGQLMLK�SURJUDPVNLK�MH]LND�NRML�VX�RWSRUQL�QD�JUHãNH�D�LVWRYUHPHQR�QH�QDPHüX�
GHJUDGDFLMX� SHUIRUPDQVL� VRIWYHUD�� 8NROLNR� VH� ]D� GXJRURþQL� FLOM� SRVWDYL� XSRWUHED� WLK� MH]LND� XPHVWR�
DOWHUQDWLYD�QLVNRJ�QLYRD��JGH� MH�PRJXüH���PRåH�VH�RþHNLYDWL�]QDWQR�VPDQMHQMH�EURMD�NULWLþQLK�UDQMLYRVWL�
NRMH� VH� GDQDV� þHVWR� RWNULYDMX��0HÿX� MH]LFLPD� NRML� VX� SRJRGQL� ]D� XSRWUHEX� X� RYRP� VFHQDULMX� PRåH� VH�
L]GYRMLWL�5XVW�>��@��NRML�MH�HNVSOLFLWQR�GL]DMQLUDQ�]D�VLJXUQR�PUHåQR�L�VLVWHPVNR�SURJUDPLUDQMH��L�þLML�GL]DMQ�
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VSUHþDYD�RQH�NDWHJRULMH�SRQDãDQMD� NRMH� VX� LGHQWLILNRYDQH�NDR�QDMþHãüL� X]URN�SRMDYH�NULWLþQLK� UDQMLYRVWL�
�SUHNUãDML�YH]DQL�]D�]DãWLWX�PHPRULMVNRJ�SURVWRUD�L�VWDQMH�WUNH���
�
6RIWYHU�NRML�³QDSDMD´�YHüLQX�VDYUHPHQRJ�:HE�D�MH�QDMþHãüH�EHVSODWDQ�VRIWYHU�LOL�VRIWYHU�RWYRUHQRJ�NRGD��
SRSXW� RSHUDWLYQRJ� VLVWHPD�/LQX[��$SDFKH�:HE� VHUYHUD��0\64/�ED]H� SRGDWDND�� 3+3�D� L� GU�� 3UHGQRVWL�
VRIWYHUD�RWYRUHQRJ�NRGD� VX�PQRJREURMQH�� DOL� WUHED�X�RE]LU�X]HWL� L� þLQMHQLFX�GD�SURJUDPHUL�NRML� UDGH�QD�
EHVSODWQRP�VRIWYHUX�LOL�VRIWYHUX�RWYRUHQRJ�NRGD�QHPDMX�DGHNYDWQX�NRPSHQ]DFLMX�]D�VYRM�UDG��'RQLUDQMH�L�
SRGVWLFDQMH� HQWLWHWH� NRML� VX� RVWYDULOL� NRULVW� QD� GRQLUDQMH� WLP� SURMHNWLPD� GR]YROLüH� RQLPD� NRML� UDGH� QD�
SURMHNWX� GD� SRVYHWH� YLãH� YUHPHQD� UD]YRMX�� RGUåDYDQMX� L� SREROMãDQMX� NYDOLWHWD� VRIWYHUD�� NDNR�SR�SLWDQMX�
SHUIRUPDQVL��WDNR�L�SR�SLWDQMX�EH]EHGQRVWL��
�
���1DþLQL�REMDYOMLYDQMD�LQIRUPDFLMD�R�RWNULYHQRM�UDQMLYRVWL�L�SUDYQL�DVSHNWL�
�
2EMDYOMLYDQMH� LQIRUPDFLMD� R� RWNULYHQRM� UDQMLYRVWL� �HQJO�� vulerability disclosure�� LPD� VYRMH� GREUH� L� ORãH�
VWUDQH�� 'UXJLP� UHþLPD�� XNROLNR� QH]DYLVWDQ� LVWUDåLYDþ� LOL� NRPSDQLMD� NRMD� VH� EDYL� LQIRUPDFLRQRP�
VLJXUQRãüX�X�MDYQRVWL�L]QHVH�SRGDWNH�R�RWNULYHQRM�UDQMLYRVWL��SRVOHGLFH�VX�GXDOQH�SULURGH��
�
'REUH�VWUDQH�REMDYOMLYDQMD�LQIRUPDFLMD�R�UDQMLYRVWL�VX�VOHGHüH��
�

x� MDYQRVW�VH�XSR]QDMH�VD�VLJXUQRVQLP�UL]LNRP��

x� VLVWHP�DGPLQLVWUDWRUL�L�DGPLQLVWUDWRUL�]DGXåHQL�]D�VLJXUQRVW�PRJX�EODJRYUHPHQR�GD�UHDJXMX��

x� SURL]YRÿDþ�VRIWYHUD�MH�PRWLYLVDQ�GD�NUHLUD�L�REMDYL�]DNUSX�L�QD�WDM�QDþLQ�VDþXYD�VYRM�XJOHG��

x� HOLPLQLãH�VH�ELOR�NDNYD�PRJXüQRVW�SUHODVND�QD�SULQFLS�³VLJXUQRVWL�]DVQRYDQH�QD�VNULYDQMX´��
�
2EMDYOMLYDQMH�LQIRUPDFLMD�R�UDQMLYRVWL�LPD�L�VYRMH�ORãH�VWUDQH��
�

x� ãDQVH� ]D� QDSDG� QD� VLVWHPH� NRML� VX� UDQMLYL� VX� ]QDWQR� XYHüDQH� XNROLNR� VLVWHP� DGPLQLVWUDWRUL��
DGPLQLVWUDWRUL� ]DGXåHQL� ]D� VLJXUQRVW� LOL� PHQDGåPHQW� QLVX� REUDWLOL� SDåQMX� QD� þLQMHQLFX� GD� VX�
LQIRUPDFLMH�R�UDQMLYRVWL�MDYQR�GRVWXSQH��

x� XJOHG�SURL]YRÿDþD�VRIWYHUD�PRåH�ELWL�QDUXãHQ�SURSRUFLRQDOQR�NROLþLQL�ãWHWH�NRMD�MH�QDQHWD�XNROLNR�
X� XJRYRUX� R� NRULãüHQX� VRIWYHUVNRJ� SURL]YRGD� QLMH� SUH]L]QR� L� SRWSXQR� GHILQLVDQR� RGULFDQMH� RG�
RGJRYRUQRVWL��

�
3RVWRML�QHNROLNR�JHQHULþNLK�NDWHJRULMD�X�NRMH�VH�RWNULYDQMH�LQIRUPDFLMD�R�UDQMLYRVWL�PRåH�VYUVWDWL�>������@��
EH]� REMDYOMLYDQMD�� SRWSXQR� L� GHOLPLþQR�� 3UYX� NDWHJRULMX� MH� QDMMHGQRVWDYQLMH� REMDVQLWL� QD� SULPHUX�
QH]DYLVQRJ� LVWUDåLYDþD� NRML� MH� UDQMLYRVW� LGHQWLILNRYDR� DOL� R� WRPH� QLMH� REDYHVWLR� SURL]YRÿDþD� VRIWYHUD� LOL�
RGJRYDUDMXüH� DXWRULWHWH� ]DGXåHQH� ]D� VLJXUQRVW�� 2YD� NDWHJRULMD� MH� L]� RþLJOHGQLK� UD]ORJD� WLSLþQD� ]D�
]DMHGQLFH� KDNHUD� VD� ³FUQLP� ãHãLURP´�� 8� VOXþDMX� SRWSXQRJ� REMDYOMLYDQMD�� QH]DYLVQL� LVWUDåLYDþ� VYH�
LQIRUPDFLMH�R�UDQMLYRVWL�SURVOHÿXMH�NDNR�SURL]YRÿDþX�VRIWYHUD��WDNR�L�MDYQRVWL�±�NDNR�MH�RWNULYHQD��NRML�VX�
VRIWYHUVNL�SURL]YRGL�L�NRMH�YHU]LMH�UDQMLYH��D�X�QHNLP�VOXþDMHYLPD�þDN�L�RGJRYRUH�QD�VOHGHüD�SLWDQMD��NDNR�
VH� UDQMLYRVW� PRåH� LVNRULVWLWL� L� NDNR� VH� VLVWHPL� PRJX� ]DãWLWLWL� RG� LVNRULãüDYDQMD� UDQMLYRVWL�� 'HOLPLþQR�
REMDYOMLYDQMH��NRMH�VH�WDNRÿH�QD]LYD�L�RGJRYRUQLP�RWNULYDQMHP�MH�REMDYOMLYDQMH�LQIRUPDFLMD�QD�QDþLQ�NRML�X�
QDMPDQMRM� PRJXüRM� PHUL� XJURåDYD� NRULVQLNH�� 'UXJLP� UHþLPD� NDGD� MH� UDQMLYRVW� RWNULYHQD�� LVWUDåLYDþ�
REDYHãWDYD�SURL]YRÿDþD�VRIWYHUD��XNROLNR�VH�SURL]YRÿDþ�QH�RGD]RYH�QDNRQ����GDQD��RVQRVQR�QH�REH]EHGL�
]DNUSX��SULVWXSD�VH�SRWSXRP�REMDYOMLYDQMX��9LãH�SRGDWDND�R�GHOLPLþQRP�REMDYOMLYDQMX�GRVWXSQR�MH�X�UDGX�
6WHSKHQ�6KHSKHUG�D�>��@��
�
'HWDOMQX� DQDOL]X� SUDYQLK� DVSHNDWD� REMDYOMLYDQMD� LQIRUPDFLMD� R� UDQMLYRVWL� PRåH� VH� QDüL� QD� VWUDQLFL�
XGUXåHQMD� (OHFWURQLF� )URQWLHU� )RXQGDWLRQ� >��@�� D� X� GDOMHP� WHNVWX� VX� QDYHGHQH� QHNH� þLQMHQLFH� NRMH� VX�
SUDYQR�QDMNULWLþQLMH�SR�LVWUDåLYDþH��
�
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x� âWR�MH�YLãH�þLQMHQLFD�L]QHãHQR�X�MDYQRVW��SRVWXSDN�MH�UL]LþQLML��3RWUHEQR�MH�SRVWDYLWL�SLWDQMH�NROLNR�
VDYHW�LVWUDåLYDþD�PRåH�SRPRüL�SRWHQFLMDOQRP�QDSDGDþX��

x� âWR�MH�YLãH�IXQFNLRQDOQRJ�NRGD�GDWR�X�VDYHWX�L�L]QHãHQR�X�MDYQRVW��SRVWXSDN�MH�UL]LþQLML��3RWUHEQR�
MH�SRVWDYLWL�SLWDQMH�GD�OL�VH�NRG�PRåH�SUHYHVWL�X�L]YUãQL�NRG�NRML�PRåH�LVNRULVWLWL�UDQMLYRVW��

x� 2EMDYOMLYDQMH�MH�UL]LþQLMH�XNROLNR�LPD�YLãH�HQWLWHWD�NRML�WH�LQIRUPDFLMH�PRJX�GD�LVNRULVWH�NDNR�EL�
SUHNUãLOL� ]DNRQ�� 8� RYRP� VOXþDMX� VH� SRVWDYOMD� SLWDQMH� GD� OL� VH� LQIRUPDFLMH� RWNULYDMX� MDYQRVWL� LOL�
JUXSL�RG�SRYHUHQMD��

x� 8NROLNR�VH�VLJXUQRVQL�SURSXVW�RGQRVL�QD�VRIWYHU�]D�XSUDYOMDQMH�GLJLWDOQLP�SUDYLPD��HQJO��digital 

rights management�� DRM�� LOL� VRIWYHU� NRML� NRQWUROLãH� SULVWXS� GHOLPD� ]DãWLüHQLP� ]DNRQRP� R�
DXWRUVNLP� SUDYLPD� �SRSXW� DXWHQWLILNDFLRQLK� SURWRNROD� � L� PDVNLUDQMD� NRGD�� REMDYOMLYDQMH�
LQIRUPDFLMD�PRåH�ELWL�YUOR�UL]LþQR��8�RYRP�VOXþDMX�QHRSKRGQR�MH�]DWUDåLWL�VDYHW�RG�SUDYQLND�GD�OL�
VH�REMDYOMLYDQMHP�LQIURPDFLMD�NUåL�Digital Millennium Copyright Act��'0&$���

x� 8NROLNR� VH� REMDYOMLYDQMHP� LQIRUPDFLMD� SUHNUãL� ]DNRQ� LOL� REMDYOMLYDQMH� GRND]� QH]DNRQLWLK�
DNWLYQRVWL��LVWUDåLYDþ�VH�VPDWUD�NULYLP��EH]�RE]LUD�ãWR�MH�REMDYOMLYDQMH�LQIRUPDFLMD�R�UDQMLYRVWL�ELOR�
GREURQDPHUQRJ�NDUDNWHUD��

�
���=DNOMXþDN�
�
1D� RVQRYX� L]ORåHQRJ�PRåH� VH� ]DNOMXþLWL� GD� X� VRIWYHUVNLP�SURL]YRGLPD� SRVWRMH� VLJXUQRVQL� SURSXVL� NRML�
QDSDGDþLPD� SUXåDMX� PRJXüQRVW� XVSHãQRJ� L]YRÿHQMD� QDSDGD� QD� LQIRUPDFLRQH� VLVWHPH�� 9HOLNL� EURM�
UDQMLYRVWL� QDVWDMH� NDR� QHGRVWDWDN� UDGQH� VQDJH� QD� VORåHQLP� VRIWYHUVNLP� SUR]YRGLPD� �ãWR� MH�� QD� SULPHU��
VOXþDM�VD�2SHQ66/�ELELORWHNRP��L�LOL�QHGRYROMQR�WHVWLUDQRJ�QDVOHÿHQRJ�NRGD�L]�VWDULMLK�YHU]LMD��ãWR�MH��QD�
SULPHU�� VOXþDM� VD� NRPDQGQLP� LQWHUSUHWHURP�%DVK���$XWRUL� UDGD� VPDWUDMX� GD� VH� LQGHQWLILNRYDQL� HOHPHQWL�
XEODåDYDQMD�PRJXüLK�SRVOHGLFD�PRJX�SRND]DWL�HIHNWLYQLP�QD�GXåH�VWD]H��X]HYãL�X�RE]LU�GD�VH�SRPHQXWH�
PHWRGH��SRSXW�DXWRPDWVNRJ� WHVWLUDQMD� VRIWYHUD� L� UHYL]LMH�VLJXUQRVWL��NRULVWH�X�VRIWYHUVNRM� LQGXVWULML�� ,DNR�
SRPHQXWH�PHWRGH�]DKWHYDMX�YHüD�ILQDQVLMVND�XODJDQMD�X�VDP�SURFHV�UD]YRMD�VRIWYHUD��DXWRUL�VPDWUDMX�GD�VX�
WD�XODJDQMD�RSUDYGDQD�XNROLNR�UD]XOWXMX�RWNODQMDQMHP�VLJXUQRVQLK�SURSXVWD��D�VDPLP�WLP�L�GHOLPLþQR� LOL�
SRWSXQR�XEODåDYDQMH�SRVOHGLFD�QDVWDOLP�LVNRULãüDYDQMHP�UDQMLYRVWL�
�

/LWHUDWXUD�

>�@� 3OHVNRQMLü��'���0DþHN��1����RUÿHYLü��%���&DULü��0���Sigurnost raþunarskih sistema i 

mreža��0LNUR�NQMLJD��%HRJUDG��������

>�@�� &KULVW��+��'�.��0���Lay Internet Usage-An Empirical Study with Implications for 

Electronic Commerce and Public Policy��GRNWRUVND�GLVHUWDFLMD��+XPEROGW�8QLYHUVLWlW��
%HUOLQ��1HPDþND�������

>�@� ,62�,(&��������������Information technology – Open systems interconnection – Basic 

reference model: The basic model��������

>�@� %HOVKH��0���3HRQ��5���7KRPVRQ��(��0���Hypertext Transfer Protocol Version 2 (HTTP/2)��
5)&�������������

>�@� &KURPLXP�3URMHFW��SPDY: An experimental protocol for a faster web��GRVWXSQR�QD�:HE�
ORNDFLML��KWWSV���GHY�FKURPLXP�RUJ�VSG\�VSG\�ZKLWHSDSHU��������3RVOHGQML�SXW�SRVHüHQR�
����PDMD��������

>�@� :�7HFKV�:HE�7HFKQRORJ\�6XUYH\V��Usage of HTTP/2 for websites��GRVWXSQR�QD�:HE�
ORNDFLML��KWWS���Z�WHFKV�FRP�WHFKQRORJLHV�GHWDLOV�FH�KWWS��DOO�DOO��3RVOHGQML�SXW�SRVHüHQR�
����PDMD��������
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>�@� )UHLHU��$���.DUOWRQ��3���.RFKHU��3���The Secure Sockets Layer (SSL) Protocol Version 3.0��
5)&�������������

>�@� 'LHUNV��7���5HVFRUOD��(���The Transport Layer Security (TLS) Protocol Version 1.2��5)&�
������������

>�@� :�&���HTML5: A vocabulary and associated APIs for HTML and XHTML��GRVWXSQR�QD�
:HE�ORNDFLML��KWWSV���ZZZ�Z��RUJ�75������5(&�KWPO�������������������3RVOHGQML�SXW�
SRVHüHQR�����PDMD��������

>��@� (&0$��ECMA-262 6th Edition: ECMAScript® 2015 Language Specification��GRVWXSQR�
QD�:HE�ORNDFLML��KWWS���ZZZ�HFPD�LQWHUQDWLRQDO�RUJ�HFPD�����������������3RVOHGQML�SXW�
SRVHüHQR�����PDMD��������

>��@� &RKHQ��'���/LQGYDOO��0���&RVWD��3��Agile software development��'$&6�62$5�5HSRUW������
������

>��@� 0LWQLFN��.��'���6LPRQ��:��/���The art of deception: Controlling the human element of 

security��-RKQ�:LOH\�	�6RQV��������

>��@� :DOO��'���Cybercrime: The transformation of crime in the information age (Vol. 4)��
3ROLW\��������

>��@� %LJJLR��%���Adversarial Pattern Classification��GRNWRUVND�GLVHUWDFLMD��8QLYHUVLW\�RI�
&DJOLDUL��&DJOLDUL��,WDOLMD��������

>��@� 5DWKD�1��.���&RQQHOO�-��+���%ROOH�5��0���An analysis of minutiae matching strength��,Q�
-RVHI�%LJ�Q�DQG�)DEUL]LR�6PHUDOGL��HGLWRUV��$9%3$��YROXPH������RI�/HFWXUH�1RWHV�LQ�
&RPSXWHU�6FLHQFH��SDJHV����±�����6SULQJHU��������

>��@� 0DþHN��1���Detekcija upada mašinskim uþenjem / Machine Learning in Intusion 

Detection��=DGXåELQD�$QGUHMHYLü��%HRJUDG��������

>��@� &9(������������'RVWXSQR�QD�:HE�ORNDFLML��KWWSV���FYH�PLWUH�RUJ�FJL�
ELQ�FYHQDPH�FJL"QDPH FYH������������3RVOHGQML�SXW�SRVHüHQR�����PDMD��������

>��@� 'XUXPHULF��=���.DVWHQ��-���$GULDQ��'���+DOGHUPDQ��-��$���%DLOH\��0���/L��)���3D[VRQ��9���
The matter of Heartbleed��,Q�3URFHHGLQJV�RI�WKH������&RQIHUHQFH�RQ�,QWHUQHW�
0HDVXUHPHQW�&RQIHUHQFH��SS�����������$&0��������

>��@� &9(������������'RVWXSQR�QD�:HE�ORNDFLML��KWWSV���FYH�PLWUH�RUJ�FJL�
ELQ�FYHQDPH�FJL"QDPH FYH������������3RVOHGQML�SXW�SRVHüHQR�����PDMD��������

>��@� 1DFLRQDOQL�&(57��Napadaþi uspješno iskorištavaju Shellshock ranjivost��GRVWXSQR�QD�
:HE�ORNDFLML��KWWS���ZZZ�FHUW�KU�QRGH��������������3RVOHGQML�SXW�SRVHüHQR�����PDMD��
������

>��@� 'HODPRUH��%���.R��5��.���A Global, Empirical Analysis of the Shellshock  ulnerability in 

Web Applications��,Q�7UXVWFRP�%LJ'DWD6(�,63$�������,(((�����SS�������������������

>��@� &9(������������'RVWXSQR�QD�:HE�ORNDFLML��KWWSV���FYH�PLWUH�RUJ�FJL�
ELQ�FYHQDPH�FJL"QDPH FYH������������3RVOHGQML�SXW�SRVHüHQR�����PDMD��������
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>��@� &9(������������'RVWXSQR�QD�:HE�ORNDFLML��KWWSV���FYH�PLWUH�RUJ�FJL�
ELQ�FYHQDPH�FJL"QDPH FYH������������3RVOHGQML�SXW�SRVHüHQR�����PDMD��������

>��@� &9(������������'RVWXSQR�QD�:HE�ORNDFLML��KWWSV���FYH�PLWUH�RUJ�FJL�
ELQ�FYHQDPH�FJL"QDPH FYH������������3RVOHGQML�SXW�SRVHüHQR�����PDMD��������

>��@� =KX��+���+DOO��3��$���0D\��-��+���Software unit test coverage and adequacy��$&0�
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